Using F-Response TACTICAL for Windows

I rt TACTICAL Sublect J' Music F& sub-win-i386-tactical
nse ubjec =| Pictures f& sub-win-xB6_64-tactical

Insert the F-Response TACTICAL Subject USB Dongle into the Suspect's Windows | == & Videes

. ) " Local Disk (C:
Computer. Locate the newly created Removable Disk and double-click on the sub- L R ;
f& TACTICAL Subject

Press the Start Button

Press the “START” button on the F- e Optional, Hide the
Response TACTICAL Subject applica- e e s Window
e Press CTRL-ALT-F12 to hide the F-
e Response TACTICAL Subject Win-
] dow. The same key sequence will
restore the window.
Insert TACTICAL Examiner | /o TACTICAL Examiner (F:) 3 console.exe

Insert the F-Response TACTICAL Examin-
er USB Dongle into the Analyst or Investi-
gator's Windows Computer. Locate the
newly created Removable Disk and double-
click on the appropriate console executable. Select “Auto locate...”

3 console xB6.exe

Select the Tactical menu item “Auto

locate”. The TACTICAL Examiner will-
13 F-Response Management Consol E. search the local network for the Subject.

File Cloud Messages Help
Data Sources Auto locate...
= ; E-R Add Subject item...
_d Remove Subject item (OPTIONAL) If Auto lo-
- Attach Subject target... \ cate does not work
Image Subject target... Select the Tactical Menu item “Add Sub-
Open Subject Flexdisk ject ltem” and input the Subject URI (ex.
- 192.168.1.2:3262/sub” in the dialog.
Attach or login to th =
ach or iogin to the -
Select the F-Response item in the Items SiTE il el
column, right-click to attach as a F- / Image Subject target...
Response Disk or choose to image di- Open Subject Flexdisk

rectly. Use the Activity column to identify
any newly attached disks or the status of
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Using F-Response TACTICAL for Linux

Insert TACTICAL Subject

‘ Insert the F-Response TACTICAL Subject USB Dongle into the Suspect’s Linux computer. Locate the newly created Removable Disk

Navigate to the USB
Storage device and exe-
cute the program.

Navigate to the folder containing the F-
Response TACTICAL Swyject for Linux

(sub-lin-xxxx-tactica|.e:g}msa-\.
stance the folder is /media/disk. Next

execute the program as root or sudo.
Root account or password will be re-

Insert TACTICAL Examiner

Insert the F-Response TACTICAL Examin-
er USB Dongle into the Analyst or Investi-
gator's Windows Computer. Locate the
newly created Removable Disk and double-
click on the console executable.

root@x64-1inux-sub medial#t cd smediardisk TACTICALN Subjectr
root@x64-1inux-sub TACTICAL Subjectl# ls
hparam. json fr-sub-exe_xb64.exe sub-lin-i386-tactical.exe

Endpoint.lic fr-sub-exe_x86.exe sub-lin-x86_64-tactical.exe sub-win-

root@x64-1inux-sub TACTICAL Subjectl# .- sub-1lin-x86_64-tactical.exe
-Response Linux Subject Tactical Edition 7.8.8.83
opyright F-Response, All Rights Reserved
_xb4linuxsub-1v_root 26.51GE devsmapper- vg_x641inuxsub-1v_root
_x64linuxsub-1v_swap 3.88GE ~dev mapper-vg_x641inuxsub-1v_swap
.BBMB /dewrscdB
30.88GB ~sdewrsda
.BBMB /devrsdal
.51GB ~dewrsdaZ
.BBGB +devwrsdb
.38GB ~dewrsdc
.BBMB ~/dewrsrB

g TACTICAL Examiner (F) fj‘ console, exe
f& console_x86.exe

Select “Auto locate...”

Select the Tactical menu item “Auto

Data Sources Auto locate...

—... rj' F-R Add Subject item...
- i Remove Subject item

Attach Su h_i ect target... Select the Tactical Menu item “Add Sub-

Image Subject target... 192.168.1.2:3262/sub” in the dialog.

locate”. The TACTICAL Examiner will-
= - - search the local network for the Subject.
File Cloud Messages Help

(OPTIONAL) If Auto locate
does not work

ject ltem” and input the Subject URI (ex.

computer

status of images on your computer.

Attach or login to the remote

Select the remote computer listed in the items /

column, right-click to attach as a F-Response
Disk or choose to image directly. Use the Activity
column to identify any newly attached disks or the
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Using F-Response TACTICAL for Apple 0SX

Insert TACTICAL Subject DEVICES

Insert the F-Response TACTICAL Subject USB Dongle into the Suspect's Apple - .| Secondary

OSX computer. Locate the newly created Removable Disk . Lw

® 0 O TACTICAL Subject — sub-o0sx-x86_64-t — 80x20 "

osx-10-9-mavericks:~ frestest$ cd /Volumes/S ]
3 - SUBJECT/ Secondary/

NaVIgate to the USB de osx-1@0-9-mavericks:~ frestest$ cd /Volumes/SUBJECT/TACTICAL\ Subject/

- 0sx-10-9-mavericks:TACTICAL Subject frestest$ sudo ./sub-
vice and execulte the pro' sub-1lin-i386-tactical.exe sub-win-i386-tactical.exe
sub-1in-x86_64-tactical.exe sub-win-x86_64-tactical.exe
gram sub-osx-x86_64-tactical
0sx-10-9-mavericks:TACTICAL Subject frestest$ sudo ./sub-osx-x86_64-tactical
. Password:
Navigate to the /Volumes/SUBJECT/ a | F-Response 05X Subject Tactical Edition 7.0.0.83

. Copyright F-Response, All Rights Reserved
TACTICAL\ Subject folder. Next execute rdiskd  40.00GB /dev/rdisk®
. . rdisk@sl 200.00MB /dev/rdisk@sl
the program using sudo(admin or account rdisk@s2  39.20GB /dev/rdisk@s2
. . rdisk@s3 619.89MB /dev/rdisk@s3

password will be required). The command rdiskl 5.00GB /dev/rdiskl

: [ Al rdisklsl 200.00MB /dev/rdisklsl
line is “sudo ./sub-osx-x86_64-tactical”. iokied A eRER jdevyidickics

rdisk2 7.38GB /dev/rdisk2

i

Insert TACTICAL Examiner | /o TACTICAL Examiner (F:) Jrj- e o

Insert the F-Response TACTICAL Examin-
er USB Dongle into the Analyst or Investi- fj‘ console_x36.exe
gator's Windows Computer. Locate the

newly created Removable Disk and double-
click on the console exe (x86).exe executa- Select “Auto locate...”
ble.

Select the Tactical menu item “Auto

Data Sources Auto locate...

= rj' F-R Add Subject item...

ﬁ Remove Subject item (OPTIONAL) If Auto locate

does not work

locate”. The TACTICAL Examiner will-
File Cloud Messages Help search the local network for the Subject.

Attach Subject target.. Select the Tactical Menu item “Add Sub-

ject ltem” and input the Subject URI (ex.

Image Subject target...
192.168.1.2:3262/sub” in the dialog.

M mm Coalsimed Clmnesliesl-

Attach or login to the remote
computer
Select the remote computer listed in the items

column, right-click to attach as a F-Response
Disk or choose to image directly. Use the Activity
column to identify any newly attached disks or the
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