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Support Guide: Managing the Subject machine’s Firewall.

Note: This guide assumes you have successfully deployed F-Response to the subject/target machine. If not, then we
recommend you look at one of the many Mission Guides for your version of F-Response. All F-Response Mission
Guides are available at www.f-response.com under Mission Guides and Documentation.
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It may be the Firewall if...
If there are problems starting or deploying F-Response, the first place to investigate is the F-Response
Messages tab. The following message panel errors point to potential firewall interference:

Error - <COMPUTER> could not send TCP data to License Manager.

This is most often a firewall on the examiner machine. Disable the firewall on the examiner machine
and try starting F-Response on the subject machine.

Error - Could not receive TCP data from License Manager, could this be a firewall issue for
<COMPUTER>.

This indicates information from the F-Response License Manager was not received by the subject
machine. Check the make sure the Firewall on the subject machine is disabled.

iSCSI operation failed for <COMPUTER>. Connection Failure. Cannot establish network connectivity
with target, please check the Firewall on target machine.

F-Response uses port 3260 to communicate with the target machine’s resources. As stated in this
message, this port is being blocked, check the subject machine’s firewall is disabled to allow access to
the machine.

Error - Could not connect to License Manager, is the License Manager IP and Port correct for
<COMPUTER>.

This common error message indicates the subject machine is unable to locate the license manager
running on the examiner machine. It is not necessarily firewall related.

Often an Examiner is using a laptop with the wireless interface enabled while plugged into the network
thereby having two network connections. Ideally, the Examiner will be connected to the Subject
machine over the wired interface. Check to make sure F-Response was configured and deployed with
the correct IP (the wired network) and port number for the License Manager on the Examiner machine.

Firewall Exceptions

While the simplest solution is to disable the local firewall on the Examiner and Subject machines, in a
large corporate environment there may be an enterprise level firewall in place. In this case the Network
Administrator for the site will need to make the necessary port exceptions to allow for F-Response to
run on the network.

F-Response uses the following ports to communicate on the network:
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3260 — This is the main port F-Response uses to communicate with the target machine’s resources (iSCSI
TCP).

*3261—This is the port the F-Response FlexDisk option uses to communicate with the target machine
should you choose to enable it (HTTPS).

5681 — This port is used to communicate with the F-Response Licensing Manager. (TCP is used for most
editions of F-Response, UDP is used for F-Response Tactical Edition).

*Optional port. Not needed if FlexDisk is not enabled.

**Note all of these ports have the option of being changed to utilize a different port if necessary.
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Windows Firewalls

Windows Operating System’s firewall settings windows generally contain the following tabs:

e The “General” tab: The main switch, allows you to turn the firewall on and off. There is also a
check box to disable all exceptions that may have been made to the firewall.

e The “Exceptions” tab: Here you can add programs, services, and ports that will be allowed to
communicate through the firewall.

e The “Advanced” tab: Contains additional configuration options for logging and enabling or
disabling the firewall for different interfaces (network connections).

The steps to access the Windows Firewall vary slightly according to which operating system you
are running:

Windows 2000
Windows 2000 does not have a built in firewall.

Windows 2003
% Windows Firewall x|| The firewall on a Windows 2003 server can
General | Exceptions | Advanced | be found by clicking the Start button and
going to: Settings | Control Panel | Windows
Firewall. Here under the General Tab the

Windows Firewall helps protect your computer by preventing unauthorized users firewall can be disabled by choosing the Off
fran gaining access bo pour computer through the Internet or & network,

@ o

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

Your PC iz not protected: turm on

option button.

[ Don't allow exceptlions

Select this when you connect to public netwarks in less secure
locations, such as airparts. vou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ighored.

Avoid uging thiz setting. Tuming off ‘Windows Firewall may make this
computer more vulherable to virzes and intruders.

For information, see the Microsoft Web site.

agK I Cancel

P <o
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Locating the firewall on the XP or Vista OS will depend up the view enabled for the desktop.
Begin by clicking the Start button. Go to Control Panel and look for the Windows Firewall

among the options listed:

# Control Panel

File Edit View Favorites Tools Help

Q- ©

t’ ).’3 Search [C Folders v

Address | [ Control Panel

ﬂ/ Control Panel S

& X D

Remov.

Accessibility  Add Hardware Add or
B» Switch to Category View Options W

See Also
Folder Options
% Windows Update
@) Help and Suppart e
—
Metwork
Connections

Scheduled
Tasks

VMware Tools

@

Fonts Game

Controllers

2 b

Metwork Setup  Phone and
Wizard Modem ...

2 9 9

Security Sounds and
Center Audio Device:

i e

Windows Windows
CardSpace Firewall

This is the list of options if you have the “Classic View” enabled (notice the option to switch to

Category view in the upper left).

¥ Control Pansl

B L& Yew  Faworten  Joch e
(&) 0 ¥ s iR | [

agress | Control Parml
Pick a category

-
% Appeoronce s Themes
-

-~
Y Network and Indernet
W) 1o ord Fupport B Conmections

-

E Add ar Remuve Prograns

¢+ 4 Sounds, Spocch, and Audio
» y Devies

© Othwt Cordork Pared
Cotiona

Perforenancs sl
Maintenance

Prioters and Oty
Hardware

User Accounts

Date, Thne, Language, and
Hogenal Options

Acvessiality Optmony

If the Windows firewall is not
listed among the options here,
Windows is most likely in
Category view as seen here:
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In Category View, click on “Security
Center”, then choose the Windows
Firewall option in the next window that
appears.

Regardless, either view will ultimately lead
to the same settings window for the built
in firewall. Here the firewall can be
disabled by choosing the option button to
turn off the firewall.

Email:support@f-response.com
Website:www.f-response.com

Phone: 1-800-317-5497

Manage security settings for:

5;“| Internet Options % Windows Firewall

"= Windows Firewall

General |E:-:cepti0ns Advanced

i¢ helping to pratect your PC

‘windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Internet or a network.

@ ®i di

Thiz setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[ Don't allow exceptions
Select thiz when you connect to public networks in less secure
locations, such ag airports. vou will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Of [not recommended]

Avoid uzing this zetting. Turning off Windows Firewall may make thiz
camputer mare vulnerabls to viluses and intruders.

“What else should | know sbout *indows Firewall?

OK l [ Cancel
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Windows 7

To locate the Windows firewall on a Windows 7 OS, click the Start button and open Control Panel, then
Windows Firewall, then choose Advanced Settings.

Programs (1) Or, simply click the Start button and type “firewall”
| @ Windows Firewall with Advanced Security into the search field. An option for “Windows Firewall

with Advanced Security” will appear in the results

Control Panel (4 : —
@ Cenfigure policie  |ist—choose this option.
@ Windows Firewall computers,

i Allow a program through Windows Firewall
ﬂ' Check firewall status

The Windows Firewall with Advanced Security window will appear:

@ Windows Firewall with Advanced S

File Action View Help

o Al |

Q RUGEEASIEVE BT GRCIERIGE Windows Firewall with Advanced Security on Local Computer
i3 Inbound Rules
Outbound Rules
*% Connection Security Rules

» B, Monitoring

‘ Windows Firewall with Advanced Security provides network seci

Overview
Domain Profile
'k:i' Windows Firewall is off.

Private Profile is Active
'@‘ Windows Firewall is off.

Public Profile is Active
'@' Windows Firewall is off.

g Windows Firewall Properties

In the Windows 7 OS, there are three different default policies for the firewall that apply depending on
the network you are connected to: Public, Private, and Domain. The easiest solution is to temporarily
disable each firewall profile. Click on the blue “Windows Firewall Properties” hyperlink.
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The Windows Firewall configuration window will open. This window will allow access to each Firewall

Profile State.

s - B
Windows Firewall with Advanced Security on Local Computer Pr... w

Domain Profile | Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to its corporate
domain.

State

i P Firewall state:

Inbound connections:

|On recommended) -

Block (default) v

Allow (default) >

It

Qutbound connections:

Protected network connections: Cugtomize...

Settings

7| Specify settings that control Windows
‘5: Firewall behavior.

Customize...

Logging
| Specify logging settings for

- | troubleshooting. Cuslomiza.

Leam more about these seftings

O

[ ok

J [ Canee Apply

The firewall state can be changed to “Off”
under the Domain, Private, and Public tabs.
Change each Profile state to off and click the
Apply button.

(If the Domain Profile is grayed out, you most
likely do not have permissions to make the
change and will need to work with the
Network Administrator to make an exception
for you.)
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Apple Firewalls

0SX version

In order to locate the firewall on an Apple machine, the version of OSX running must be determined.
The OSX version can be found by clicking the Apple icon and choosing “About this Mac” from the menu.

Software Update...

Mac OS X Software...

System Preferences...

Dock P
Recent Items b
Force Quit Finder OED
Sleep X ¥a
Restart...

Shut Down...

Log Out Matthew Shannon... {3Q

8.0.0 About This Mac

o

s

Mac OS X
Version 10.6.4

Software Update... )

Processor 2 GHz Intel Core 2 Duo

Memory 2 GB 1067 MHz DDR3
Startup Disk Macintosh HD

More Info...

TM and © 1983-2010 Apple inc.
All Rights Reserved.

The OSX version number can be seen here in the “About This Mac” window.
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To locate the firewall on OSX version 10.4 or 10.5, click the apple icon and choose “System Preferences”

from the menu. When the “System Preferences” window opens, from the “View” menu,

select “Security.”

Or, simply click on the “Sharing” icon
under the Internet & Network section.

Select the firewall button to access the
firewall. Click the Stop button to
disable the firewall. Note, if the
padlock icon in the lower left side
corner is closed, click on it and input
the Administrator credentials to
change the firewall state.

~ N
O System Preferences
[« »|[ Showall | Q
Personal
) 4 S
E - o
Appearance Dashboard & Desktop & Dock International Security Spotlight
Exposé Screen Saver
Hardware
e ™I o = :
9 b4 b ‘J 5| . ! &
Bluetooth CDs & DVDs Displays Energy Keyboard & Print & Fax Sound
Saver Mouse
Internet & Network
é& & Q @
Mac Network QuickTime Sharing
System
2 o @ § 2 @
"_‘.?J X o =
Accounts Date & Time Software Speech Startup Disk Universal
Update Access
ane Sharing
[« »![ Showal | Q
Computer Name: kext-test
Other computers on your local subnet can atcess —— o
YOur COMpUter 3f kext-Test locul ¢ Ed"m 9
Services _ Firewall __ internet
Firewall Off
[ _S;AT Oliek Start 10 prevent incoming network communication 1o all services and
_) ports othar than those saabded balow
Allow: On Description
Personal File Sharing
Windows Sharing
Personal Web Sharing
v Remote Login - 55H L
FTP Access
Apple Remote Desktop
Remote Apple Events . o
Printer Sharing v Advanced.. )
)
“I
I Click the lock to peevent further changes.
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0SX10.6

To locate the firewall on OSX version 10.6, click the apple icon and choose “System Preferences” from
the menu. When the “System Preferences” window opens, from the “View” menu, select

“Security.

i

i : P

E B M O oo Q |
' Appearance  Desktop & Deack Exposé & Language & Security Spociight

) Screen Saver Spaces Tema ‘
| |

t Hardware

! = |
Py By = | @B . 4
§ COs&OVOs  Displays Erergy  Keybowrd Mouse Trackpsd  Print&Fax  Sound 1
¥ Saver

'

: Internet & Wireless

'

R e 0 @

|
MobileMe  Network  Bluetooth  Sharing ‘
|
|
l

System
2 ¢ » ® ¥ O @ @©
Accounts  Date & Time Parental Software Speech Startup Disk  Time Machine  Universal

- A e - =

Controls Update Access

Select the firewall tab to access the firewall. Click the Stop button to disable the firewall. Note, if the
padlock icon in the lower left side corner is closed, click on it and input the Administrator credentials to
change the firewall state.

"General  FileVauit - Firawall-|

' Flrewall: Off

This computer's firewall is currently turned off. All incoming connactions to this computer
are allowed.

Start Click Start to turn the Seewall on

Advanced

& Click the lock to make changes. @
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0SX 10.7 and 10.8
To locate the firewall on OSX version 10.7 or 10.8, click the apple icon and choose “System Preferences”

from the menu. When the “System Preferences’” window opens, select “Security &

Privacy.”

® 06 5 System Preferences

[ 4| > J [ Show All J lQ|ﬂ

Personal
‘>w pr— ? ‘_ “ q , ‘..
R M B @ o
General Desktop & Dock Mission Language Security Spotlight N
Screen Saver Control & Text & Privacy
Hardware
By B L =

CDs & DVDs Displays Energy Keyboard Mouse Trackpad Print & Scan

Saver

The Security & Privacy window will open.

Select the firewall tab to locate the
General  Filevault [NNENRTN] Privacy option to turn the firewall on or off.
Note, if the padlock icon in the
lower left side corner is closed, click

4 Firewall: On Turn Off Firewall

The ficowall is turmed on and set up to prevent unauthorized applications, programs,

and services from accapting incoming connactions. onit and input the Administrator
s credentials to change the firewall
state.
L
“. Olick the lock to prevens further changes, Advancnd 7
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Linux Firewalls

Linux firewalls vary heavily by distribution and release, in addition they can often be challenging for a
casual Linux user to control and navigate. We recommend you defer to the Linux administrator in this
instance and provide them with the aforementioned ports and protocols.
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