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Your Mission: Connect to a remote Windows target disk using F-
Response Field Kit.

Note: This guide assumes you have installed F-Response Field Kit on your Windows analyst machine and if you are
using Windows XP or Windows 2003 you have installed Microsoft’s iSCSI initator on your analyst machine. For more
information, please reference the F-Response User Manual, or the F-Response Field Kit Edition Training Video on the
F-Response Website.

F-Response FK 3.09.08 supports Windows 2000, 2003, XP, Vista, 2008, 7 (32 & 64 Bit)

Step 1: Copy F-Response Target Code to your Windows Target.

There are a few ways to deploy F-Response to a Windows target machine, but for our mission we'll use a simple USB

thumb drive. If you've installed F-Response on your analyst machine using the standard default, the F-Response
rEwwmw v Windows target code is located in

the C:\Program Files\F-Response\F-

@Qv‘ <« Program Files 7» F-F?esponse » F-Response Field Kit Edition v I 45 l | Search F-Resg Response Field Kit Edition
Organize [=) Open Burn New folder directory.
F-Response = Name 2 Date modified .
dlls Copy the f-response-fk.exe file

7 f-response-fk.exe 1/13/2010 9:35

, F-Response Consultant Edition

(shown on the left) to your USB
thumb drive.

g g || f-response-fk-lin 10/1
F-Response Enterprise Edition

: e || f-response-fk-osx 10/19/2009 12:2
F-Response Field Kit Edition
Next, move over to your Windows target machine and plug in the USB thumb drive along with the F-Response
dongle. With both USB hardware devices inserted you are ready to start F-Response. Browse the USB thumb drive

and double click on the f-response-fk.exe

executable. The Remote Forensics Field Kit | / F-Response - Remote Forensics Field Kit Lol e
window will open (shown on the right). L
Here most of the information has already H““:T”;‘""'m - Siots SR
asmame: slynch-nl
been populated so we'll leave the default st P A - = Disabled
. 05 Fess: | 192,168.15.103 -
settings. The hostname and IP address of (" Enabled
this Windows target has been entered for Remote Configuration
you. F-Response has the ability to capture TP Port:[3260 TP Portmust be between 1and 65,554
physical memory and present it as a local Username:[shynch  Username mustbe 1 or more characters
disk but that is not part of our objective for ETE] Trrrrrrrrer Password must be 12 or more characters
this mission so we'll leave it disabled. You'll
Version: 3.09.06
also want to leave the default TCP port at e e swp | oo ]
3260 License Expires: 12/31/2010

So, you simply need to create a username

and password for F-Response to use. You can make the username and password anything you like but make note of
it because you'll be using it in the configuration on your analyst machine. Click the Start button and F-Response will
make any necessary Windows Firewall exceptions and actively listen on port 3260. Our setup work is done on the
Windows target machine so we’'ll return to our analyst machine.
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Step 2: Configure the iSCSI initiator on your Analyst machine.

When F-Response was installed on your analyst machine, Microsoft’s iSCSI initiator should have been installed as
part of the process!. Start the iSCSI initator on your analyst machine by double clicking on the iSCSI Initiator icon
either in the Control Panel or in the Control Panel->Administrative Tools folder. There are several configuration steps
here but we'll outline all the details to get you connected to the

disk(s) on your target machine. S

First, we'll rename the initiator node to the F-Response username we
created in Step 1. Click the Change button and enter the F-Response

Gereral | Discovery | Targets | Persistent Targets | Bound Volumes/Di

. . The i5CSI protocal uses the following information to uniquely
user account name you created in step 1 then click OK. e identify this initiatar and authenticate targets,
Now click on the DiSCOVer Tab. Under the Target Portals section Iritiator Mode Marne: iqn. 1991-05.cam. microsoft xp-desktop-sp3

you can click on the Add button to enter the IP address or Hostname
of the Windows target machine. Leave the Port at the default 3260

and C|iCk on the Advanced... bUttOn. To rename the initiator node, click Change. Change.

To auth
specify

Toconfif  You can change the name of this initiator node, Changes r
: Tunnel. | access toiSCSI kargets,

General | Discovery | Tagets | Persistent Targets | Bound Yolumes/Devices
Initiator node narne:
Target Portals

slynich|
Address Port Adapter P Address
Lot ) [t ]
i5MS Servers ( Add larget' Porta @
Mame Type the IP address or DMS name and socket number of the portal you

want to add, Click Advanced to select specific settings For the discovery

session to the partal,

IF address or DN name: Port:

192.168.15.103] 3260
Add
i o] 4 I [ Cancel ]
Here under the Advanced Settings you can check the box for [] CHAR logon information
CHAP Iogon information. The User name: field should CHAP helps ensure data security by providing authentication between
) ) a target and an initiator trying to establizh a connection. To uze it
already be populated with the F-Response user account you specily the same target CHAP secret that was configured on the target
) for this initiatar.
created so you'll only need to enter the password in the
X - lynch
Target Secret: field. i s
Target zecret: LTI Y T Y

And that’s it—click OK to exit both windows and return to the e
[ Perform mutuzl authentication

main iSCSI Initiator PrOpertleS window. To use mutual CHAP zpecify an intiatar secret on the Initiatar Settings
page ahd configurs that secret on the target.

[ Ok ] [ Cancel

! Windows Vista, Windows 2008, and Windows 7 come with the iSCSI Initiator installed by default.
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Step 3: Login to the F-Response target disk.
Back at the iSCSI Initiator Properties window select the Targets tab where you will find a listing of available physical

disks and logical volumes on your Windows target machine. 'scsu tiator Proverti ]
— nitiaior Fropertes

See the Understanding F-Response Disk section below for more
information on F-Response disk naming convention.

General Discovery| Targets |PersistentTargets Bound Yolumes/D evices

Select atarget and click Log On ta access the storage devices far that
target. Click details to see information about the sessions, connections and

Here you will highlight the target disk or volume you wish to devices for that target.
connect to and click Log On... The Log On to Target window
will appear:

Target name:

Targets:

Statuz

Inactive

com.f-resp prich-nb: disk-0
m.f-responze. slnch-nb:vol-c Inactive

2. com. f-response. shynch-nb: disk-0

[ Automatically restore this connection when the system boots

[ ]Enable multi-path

Detailz ] [ Log On... H Fiefresh
L\u Only select this option if iSCSI multi-path software is already installed
=3 gn your computer,
o] [cma ]

Here you will click on the Advanced... button and the Advanced Settings window you saw in Step 2 will open. Again,
you will check the box for CHAP Logon Information and enter your F-Response password in the Target Secret field to
connect.

Click OK to exit back to your iSCSI Initiator Properties window where you will see the Status for your target disk has
changed to Connected.

Targets:
M ame Status
igr. 2008-02. com. f-response. sinch-nb: disk-0 Connected
ign. 2008-02. com. f-responze. slnch-nb:vaolo Inactive

Step 4: Fire up the tool of your choice!

F-Response is a vendor neutral product. Once F-Response presents the remote target disk as a write blocked local
connection, we step out of your way so that you can select the right tool to get your job done. At this point, you can
reach into your toolbox and apply the tool of your choice to the target disk(s).

Step 5: Removing F-Response:
When you have finished using F-Response on the target machine, highlight the target disk you want to disconnect
from and click the details button. The Target Properties window will open:
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Under the Identifier section, check the box and click Log
Off... Click the OK button twice to exit the iSCSI initiator.

Sessions | Devices | Properties Don't forget to take your F-Response dongle with you!

This target has the Following sessions:

Identifier

Log off... ] [ Refresh
Session Properties
Target Portal Group: 1
Status: Connecked
Connection Count: 1
Session Conneckions
Ta configure how the connections within
this session are load balanced, click

Connections.,

i CK l’ Caniel ]

Understanding F-Response Disk Naming
F-Response uses the following naming convention for target disks:

ign.2008-02.com.f-response.HOSTNAME.O/S disk name
We are only concerned with the "HOSTNAME.O/S disk name” portion of the name.
HOSTNAME is the name of your Windows target machine.

For the “O/S disk name,” F-Response can access both remote physical disks and the logical volumes on those disks.
Windows identifies hard disks using the format “disk-#". The ‘#’ portion is a number, starting with zero, representing
the physical drive. Windows identifies logical volumes in the format “vol-*”, where “*” is a letter corresponding to a
volume on the remote physical disk. For example:

Targets:
M ame Status
igr. 2008-02. com. f-response. sinch-nb: disk-0 Connected
ign. 2008-02. com. f-responze. slnch-nb:vaolo Inactive

The first target in this list is on the target machine named ‘slynch-nb” We can tell by the last portion of the nhame
(disk-0) this is physical disk 1 (and any logical volumes it may contain). The second target in this list is on the same
machine but is logical volume C as indicated by the ‘vol-c’ portion of the naming convention.
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