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Your Mission: Leverage the power of X-
Ways to work with an F-Response FCTar
archive

You will need a licensed copy of X-Ways Forensics, the F-Response Collect FCTar
0 X-tension dll (fctar-x-tension.dll), and your FCTar file created with F-Response

Collect to perform the steps in this guide.
Important 4 & 2

Note

The fctar-x-tension.dll is part of F-Response Collect version 8.7.1.36+ and can be
found in your program files |f-response collect folder on your examiner computer.

The standard format for targeted custom collections using F-Response Collect is FCTar. It's an
internally designed archive similar to the historical Tape Archive Format (TAR). We provide
functionality in F-Response Collect to extract these FCTar archives to the destination of your choice.
However, there is also an option to extract individual files or do more in-depth processing of the
FCTAR archive contents without extraction by leveraging the power of X-Ways Forensics.

Step 1: Add the X-tension

Open X-Ways Forensics and navigate to 7ools — Run X-Tensions... click the add button and navigate
to the fctar-x-tension.dll to enable FCTar functionality. Do not press OK. Use the “X” to close the

gialog.

ST e T eme—m e Run X-Tensions X
Tools Specialist Options Window F
o U Disk... F9 .
= e fctar-x-tension.dll
Disk Tools »
File Tools >
?} Open Memory... Alt+F9
i Capture Processes...
View t+F9
External Programs >
il Calculator Alt+F8
Hex Converter... F8
[ Faciltate use of dependent DLLs
Compare Data...
/- Analyze Disk F2
Compute Hash... Ctrl+F2
Hash Database... 1+F12
4 OK Cancel @ Help
(} Run X-Tensions... 1+F8 B B B
Etart Center... J
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Step 2: Create a case in X-Ways.

Next, you'll need to create a new case in X-Ways.

ﬁ X-Ways Forensics
File Edit Search Navigation View

#  Open Case...
Close Case

Close (don't save)...

Assign a name to your case and fill in any
additional options as needed.

New Case

Case title/number: | Mission Guide Fxample

Directory: |C:\Users\lredest.FRE5PONSE

Description:

Examiner{s), organizati

[ Log general activity

3] Tautesnd Balnon dativan. A Mot «

User: Me
S Multi-user sup

[ Default to evidence

lasdosd bak Sasms [ ) Masa snmniBin dinend

Step 3: Add your FCTar file to the newly created

case

Under Case Data in your newly created case go to File — Add Image...

& X-Ways Forensics
File Edit Search Mavigation Vie

Case Data
File Edit

[¥] Create New Case...
@ Open Case...
Close Case

Close (don't save)...

Ay Save Case
Save As...

|Z] Create Report...
Open Report...

= Add Disk..
Add Directory...

[ AddFile...

¥ Add Memory Dump...
Add Image...

Navigate to your FCTar file and add it to the newly created case.
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é X-Ways Forensics - [x-tensiontest_X64-WIN10-SUBDE_c__users_frestest md5_82D775AB5359DD363CF3381C41361D19.fctar]

-, File Edit Search Navigation View Tools Specialist Options Window Help
Case Data D' Q\?‘@ 1 EE]-. - ﬁﬂugc;
File Edit x-tensiontest_X64-WIN10-... |

X Mission Guide Example \

- CaseRoot 1 " Name

[+-2@ x-tensiontest_X64-WIN10-SUBDE_c_usel | | _°File system: unknown

Step 4: Apply the X-Tension to your FCTar file

The image file will appear in your case with an unknown file system. Right click on File system:
unknown (your image file) and select Run X-tensions...

i X-Ways Forensics - [x-tensiontest_X64-WIN10-5UBDE_c__users_fr )g View

7, File Edit Search Navigation View Tools Specialist ( External programs
Case Data O & 20 # Open
File Edit x-tensiontest_X6< =  Print...
X Mission Guide Example \ .
: R
Iig Case Root 1 ¥ Name DD ecover/Copy.

[+] @ x-tensiontest_X64-WIN10-SUBDE_c_use|

= Volume

Offset
0000000000
0000000016
0000000032
0000000048
0000000064
0000000080

[];}Fﬂe stem: 8
Copy "File system: unknown”

Export list...

Copy: Extracted text...

|4 Labéls...
., Edit comment...

/  Edit metadata...

‘A Categorization
Tag
Select

¢ Add to Bookmarks

@ Navigation

XK Exclude

#2  Refine Volume Snapshot...

Igi Run X-Tensions...

L T

n+F9

Choose fctar-x-tension.dll from your list of x-tensions and then click OK

fctar

| BERE

Gal
i1 .
Bl .
E2

Do
1]
D0
Do
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Run X-Tensions >

[“] Faciltate use of dependent DLLs

SEIRCICI P

X-Ways will begin processing your FCTar file. You may see some errors. These are completely norma,
as some files many not have been collected. Any errors will be reported in the Messages window.

x-tensiontest_X64-WIN10-... | Replace Text |
|
\4 i B Messages N L
F-Re is ight Agile Risk M. LLC - All Rights Reserved. F-Response products are govemed by the terms and conditions in the F-R Master License Agr h
(MSLA)avaiab‘eatFResponsem Continued use of this dil implies acceptance of these temms.
[XT] NOTICE: Opening F-Response FCTar X-Tension...
[XT] Starting FCTar processing...
[XT]LhdalelopmoessﬁopDaa\Locd ft BarEl dFT_Alias exe. Subject reported emor General (non-specific) open eror..

[XT] Unable to process PopDaa\Locd\Mcmwﬁ\Wndowsﬁops\GdHeb exe. Subject reported emor General (non-specific) open error..
[XT] Unable to process AppData\Local\Microsoft \WindowsApps\MediaPlayer.exe. Subject reported emor General (non-specific) open emor..
[XT] Unable to process AppData‘\Local\Microsoft\WindowsApps'\olk exe. Subject reported emor General (non-specific) open eror..

[XT] Unable to process AppData‘\Local\Microsoft \WindowsApps \python exe. Subject reported emor General (non-specific) open eror..

[XT] Unable to process AppData\Local\Microsoft \WindowsAnne\mahan ava Qihiant rannsad amar Ranarsl inan.snanfinl anen sor

[XT] Unable to process AppData\Local\Microsoft\Windows, [F_Tar] enumerating items E.
[XT] Unable to process AppData‘\Local\Microsoft \Windows: eral (non-specific) open eror..
[XT] Unable to process AppData\Local\Microsoft \Windows: - 125 ™

approx. 1 min. left

<
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Step 5: Review the Completed Collection

Once processing completes, close the Messages window and right-click on your image file again.
Choose Explore:

S X-Ways Forensics: Mission Guide Example - [x-tensiontest_X64-WIN10-SUBDE_c_users frestest_mds_82D775AB5359DD363CF3381C41361D19 fetar]
', File Edit Sesrch Navigation View Tools Specialist Options Window Help

Case Data DAL=t L] B KAas —+ 4l 4= lSSomoBul HEAY €
File Edit x-tmm_mwwm-.q
ssion Guide Example \File system: unknown
Case Root | Name 1 Description
x-tensiontest_X54-WIN10-SUBDE_¢_users freste | (Roct directory) root directory, existing
3. = File system: unknown file, virtual (for examination purposes)
El jnppnm\Lmul\Nﬁtmdi’\Edgz(art\I!7.0.3296.9!\msad;z.dl\ child object of file, existing, copied
JEI A ppData' L ocal Microsoft\EdgeWebView\ Application| 137.0.3296.93\msedge.dll 0
= |_) AppData\LocahTemp\wetZFA3.trmy child object of file, existing
= ) AppDatail ve\25.1 . child object of file, existing, copied
= ) AppDatalL child object of file, existing, copied
= [ AppDatalL i i ache\WebCacheVol.dat child object offile, existing
= ) AppDataiLocahMicrosoft\OneDrive\25.110.0608.0002\ Microsoft SharePoint.dll child object of file, existing
= ) AppDstalL i 1370, pak child object of file, existing, copied
= ) AppDatalL i C ication\137.0.3296. i e DATA child object of file, existing, copied
= _) AppDataL i i ication\137.0.3296. k child object of file, existing, copied
<
| < Volume [ ] File &= Preview 3 Detsils 53 Gallery | 7 Calendar i Lege Sync
Offset 0 1 2 3 4 5 € 7 8 8101112 13 14 15| -
1522302464 [ID 5A 76 00 01 00 00 00 04 00 00 00 00 00 00 00 HZx
1522302480 | 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 e

1522302496 | 00 00 00 00 Q0 OO0 OO0 00 OO 00 00 00 00 00 00 00

1522302512 |00 00 00 00 00 00 00 00 QO 00 00 00 78 00 00 00 x
1522302528 OE 1F BA OE 00 B4 05 CD 21 B8 O1 4C CD 21 54 68 = - fr, Liimn
1522302544 69 73 20 70 72 6F 67 72 61 €D 20 €3 61 6E €E €F is program cannc
1522302560 74 20 62 €5 20 72 75 6E 20 €9 €E 20 44 4F 53 20 t be run in DOS

1233303572 | &N &F £4 &% OF 34 AN AN EA 4G OA AN £4 RS AF O mada & DF A+

You now can review/analyze/extract specific files from your FCTar archive.

Troubleshooting and FAQ
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