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Welcome to F-Response

Thank you for purchasing F-Response. You have now extended the capabilities of your existing
arsenal of tools to enable them to work over an |P network. FResponse accomplishes this
through the use of a Patent Pending process; a part of which includes leveraging the Internet

(http://www.ietf.ora/rfc/rfc3720.txt).

Terminology

The iSCSI terms “Target” and “Initiator” are used throughout this manual. The choice of
“initiator” and “target” verbiage in the iSCSl definitions may prove confusing to forensics
practitioners because “target” carries a different definition in the field of computer forensics
versus iSCSI. In computer forensics, the system to be analyzed is generally referred to as the
“subject” system, whereas the system to which forensically sound data is collected is generally
referred to as the “target” system. In this manual, the forensic “subject” is an iSCS| “target”, i.e.
FResponse Target code is executed on the machine to be analyzed. For this reason, we want to
make clear that the use of the word “target” in this manual refers to the iSCSI definition, and not
the forensics definition. The definitions for Target and Initiator used in this manual are as
follows:

Target

FResponse Target code is to be executed on the machine(s) to be analyzed. All references to
“target” in this manual refer to the machine(s) being analyzed using F-Response target code.

Initiator

An iSCSI “initiator” is used to establish network connections to machines running F-Response
Target code. iSCSl initiator software must be installed on the machine from which analysis is to
be conducted over the network. FResponse Target code has been tested with Microsoft iSCSI
Initiator 2.0 software, included by default with newer Windows operating systems, and freely
available for download from the Microsoft web site.

Summary

The iSCS| protocol contains certain limitations when communicating over a Network Address
Translation or “NAT” device. In particular, the Discovery phase provides a local | P address for the
remote target, which does not take into account the potential for address translation. However,
there is a workaround available when using the Microsoft iSCSI Initiator command line that will
allow for the creation of an iSCS| session over a NAT translation or Port Redirection router.

In the following example we will describe the process, identify the Microsoft iISCSI command line
client options, and create a simple command line sequence for enabling the connection quickly
and easily.

Important Note

While this workaround enables FResponse iSCSI traffic to traverse the Internet, this traffic will
NOT be encrypted and should be considered potentially subject to monitoring or capture.
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Scenario

£l

Target Machine

Initiator Machine

24.46.23.233 71.243.247 112:3260

172.16.10.1 192.168.123.159:3260

External investigator or analyst has a laptop configured with the Microsoft iSCSI Initiator and
multiple computer forensics analysis tools. This laptop is configured with a local non-routable
address, 172.16.10.1. The remote computer has a copy of F-Response (any version) running;
this remote computer will be the target of our analysis. The remote computer is located behind a
port redirecting firewall, the firewall is assigned a fully routable address on its external interface,
this address is 71.243.247.112. The firewall has been configured to redirect Internet traffic on
port TCP port 3260 to the local Target computer, 192.168.123.159 TCP port 3260.
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Step by Step Process

Step 1 — Start and configure F-Response Software

FResponse (Field Kit, Consultant, or Enterprise) should be running on the remote target
computer. In this example that computer is 192.168.123.159.

Step 2 — Configure Remote Firewall/Router

The remote firewall (if existing) should be configured to allow inbound traffic on TCP port 3260 to
be forwarded from the external firewall address 71.243.247.112 to the internal address
192.168.123.159.

Step 3 — Perform the initial Discovery Phase

The Initiator machine initiates a “Discovery” session using the external IP address assigned to the
remote firewall, in this instance that address is 71.243.247.112.

Add Target Portal x|

Type the IP address or DNS name and socket number of the portal you
want to add. Click Adwanced to select specific settings for the discovery
session to the portal.

IP address or DNS name: Part:

?1.243.247‘112| |3260 advanced... |
cocs |

Generall IPSec |

General | Discovery  T#1ets | Persistent Targets | Bound Volumes/Devices |

[~ Cannect by using Select a target and click Log On to access the storage devices for that

Defaul ﬂ target. Click details to see information about the sessions, conhections and
el I e devices for that target.
Saurce JP: | Detat =
Target:
TergetPortal | = Targels

CRC / Checksum
"'_ Data digest ™ Header digest

~[¥ CHAF lagen infomation

CHAP helps ensure data secuiity by praviding authenticalion between
a target and an iniiator iying to establish a conriection. To use i
specily the same targe! CHAP secret that was configured on the target
for this iniator

Username:  [mshannon

Target secret |..............

Details I LogOn... | Refresh |

™ Pertorm mutual authentication

To use mutual CHAF specify an initistor secret on the Initistor Setings
page and configure that secret on the target

ok | caneel Soply 0K | cancel |y |

Microsoft iSCSI Initiator Discovery Process
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Following a completed Discovery session a Target will appear within the Targets tab of the
Microsoft iSCSI Initiator, however this target is not actually valid, attempting to login to this
Target using the Microsoft iSCSI Initiator GUI will NOT be successful. This happens due to a
design decision related to the iSCSI protocol that requires the Target to return its configured IP
address after a valid Discovery request. In this instance however the Target’s configured 1P
address is an internal, non routable address (192.168.123.159).

L0078, . L] hLE.
LAREL L LGP,
...... se L WL=L P,
...... Ta rgethame
=iqgn. 200 3-02.com
.f-respo nse.char
whdis:0. Targetad
dress=15% 2.1468.12
3.159:32 60,1..

Selection of Network Traffic indicating Internal Non-routable | P Address

Therefore, in order to access the remote F-Response Target we must configure the proper IP
address manually using the Microsoft iSCSI Initiator Command Line interface, iscsicli.exe.

Step 4 — Open Microsoft iSCSI Command Line Interface.

Open the Microsoft iSCSI Command Line interface, Start->Run->iscsicli.exe.

Run 2| x|

= Type the name of a program, folder, document, ar

& Internet resource, and wWindows will open it For wou,

Qpen: Im j

(] 4 I Cancel | Browse. .. |

Start->Run input box with iscsicli

Step 5 - Login using iscsicli interface and external IP address

Login to the Target via command line using the following syntax:

Logi nTarget <Target Nane> T <Target External I P> <Port> * * * * * % x *x &
<user nane> <password> 1 * 1 0x0000000000000000 0 2 O

In our example the command line would resemble the following:
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Logi nTarget iqn.2008-02.comf-response. charybdis:0 T 71.243.247.112
3260 * * * * * * x * * pghannon nshannonl123456 1 * 1 0x0000000000000000
020

is also discovered dynamically.

ISGST_TARGET _FLAG_MERGE_TARGET _IMNFORMATION BxARARRAB4
If this flag is set then the target information passed will be
merged with any target information already statically configured for
the target

CHAP secrets, CHAP passwords and IPSEC preshared keys can be specified as

a text string or as a sequence of hexadecimal values. The value specified on
the command line iz always considered a string unless the First two characters
Bx in which casze it is considered a hexadecimal value.

For example Bx12345678 specifies a 4 byte secret

A1l numerical values are assumed decimal wnless preceeded by Bx. If
preceeded hy Bx then value iz assumed to he hex

izcsicli can also be »un in command line mode where iscsicli commands
can be entered directly from the conszole. To enter command line
mode ., just »run iscsicli without any parameters

The operation completed successfully.

[mshannon] Enter command or “C to exit

LoginTarget ign.2008-02_f-response.charybdis=@ T V1.243.247.112 3260 = = = x =
#* * ¥ mzhannon mshannon123456 1 = 1 AxPAAABPBRARARORARAA A 2 A

Screen capture of the iscsicli.exe LoginTarget syntax

Step 6 — List Sessions (Optional)

If the command completed successfully you should be returned to the iscsicli.exe command line
and be able to list the valid sessions using the command “SessionList”.

[ mshannon] Enter conmand or "C to exit
Sessi onlLi st
Total of 1 sessions

Session |d ;. ffffffff86592864-4000013700000009
Initiator Node Name : nshannon
Tar get Node Nane : (null)
Tar get Name : ign.2008-02.com f-response. charybdis: 0
I SID : 40 00 01 37 00 00
TSI D : 00 00
Nunber Connecti ons o1
Connecti ons:
Connection |d : ffffffff86592864-8
Initiator Portal : 0.0.0.0/1291
Target Portal © 71.243.247. 112/ 3260
ClD : 01 00
Devi ces:
Devi ce Type Di sk
Devi ce Nunber 2
St orage Device Type 7
Partition Nunber 0
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Friendly Name
Devi ce
Devi ce Description
Reported Mappi ngs
Locati on
Initiator Name
Tar get Nane
Device Interface Name

FRES CHARYBDI S SCSI Di sk

Di sk drive

Port 2, Bus O, Target Id 2, LUN O

Bus Number 0, Target 1d 2, LUNO
Root \ SCSI ADAPTER\ 0000_0

i gn. 2008-02. com f -response. charyhbdi s: 0

\\ ?\ scsi #di sk&ven_fres &pr od._char ybdi s
_&rev_0__ #1&?af d7d61&0&000200#{ 53f 56307- b6Dbf - 11d0- 94f 2- 00a0c91ef b8b}

Legacy Devi ce Nane
Devi ce | nstance
Vol ume Pat h Nanes

Step 7 — Using F-Response

\\ .\ Physical Drive2
0x830

G\
F:\
H:\

You may now begin using the drive normally, as you would any other F-Response drive. Refer to
the appropriate ~Response manual for additional information.

Ele Edit View Favorites Tools Help

e

| &

Qe - ) - ¥ | ) search Folders

Address I "4 My Computer

jGo

- .

System Tasks £3 w Local Disk (C:)

“iew system information
T Add or remove programs

[ change 2 setting w Data (E:)

Other Places & v HDAS (1)

& My Network Places

fLocal Disk (H: 2
= \ Fres Space: 20.4 GB \
¥ Dacuments
a { Total Size: 37.4 GB mshannon's Dncuments
[ Shared Documents .

3 Control Panel

Details S

Local Disk (H:)
Local Disk.

] (S) DYD/CD-RW Drive {0:)

E@ Local Disk (F:
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Step 8 — Logout using the iscsicli interface (Optional)

When you are finished performing analysis you may disconnect the Target using either the
standard GUI process, or using the command line. The command line syntax is as follows:

Logout Target <Sessi on | D>
In our example the command line would resemble the following:

Logout Target ffffffff86592864-4000013700000009

The iscsicli responds with:

Logout Target Oxffffffff86592864-0x4000013700000009
The operation conpleted successfully.
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Support

We take pride in providing prompt attention to your support needs, and will support your F
Response product for the period of your license term. F-Response support can be reached via

Website: 'www.f-response.com

Software and documentation updates will be made available for download to registered users on
the F-Response web site. E-mail support is available to licensed software users. We typically
respond to your queries within 1 business day of receiving your request.
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Appendix A — Legal Notices
Legal Notice

Copyright © 2008 Agile Risk Management, LLC. All rights reserved.
This document is protected by copyright with all rights reserved.

Trademarks

FResponse is a trademark of Agile Risk Management, LLC. All other product names or logos
mentioned herein are used for identification purposes only, and are the trademarks of their
respective owners.

Statement of Rights

Agile Risk Management, LLC products incorporate technology that is protected by U.S. patent and
other intellectual property (IP) rights owned by Agile Risk Management LLC, and other rights
owners. Use of these products constitutes your legal agreement to honor Agile Risk Management,
LLC's IP rights as protected by applicable laws. Reverse engineering, de-compiling, or
disassembly of Agile Risk Management, LLC products is strictly prohibited.

Disclaimer

While Agile Risk Management LLC has committed its best efforts to providing accurate
information in this document, we assume no responsibility for any inaccuracies that may be
contained herein, and we reserve the right to make changes to this document without notice.

REVISION 1 PAGE 11 6/11/2008



